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• 6RPHDWWHPSWWRDGGUHVVV\VWHPLQWHUDFWLRQVHJV\VWHPDWLFFDSDELOLW\DVSHU,(&³)XQFWLRQDOVDIHW\RI
HOHFWULFDOHOHFWURQLFSURJUDPPDEOHHOHFWURQLFVDIHW\UHODWHGV\VWHPV´SURFHVVDODUPRYHUORDGRIWKHKXPDQ
RSHUDWRUDVSHU$16,,6$³0DQDJHPHQWRI$ODUP6\VWHPVLQWKH3URFHVV,QGXVWULHV´
• 6RPHPHDQVWRPDQDJHFKDQJHVLQGHVLJQDQGWKHLULPSOLFDWLRQVHJ02&PDQDJHPHQWRIFKDQJHSURFHVV
• 6RPHPHDQVWRYDOLGDWHFRQWLQXHGUHOLDELOLW\RIRSHUDWLRQE\LPSOHPHQWLQJDQDSSURSULDWHPDLQWHQDQFHDQG
WHVWLQJUHJLPHHJGHYLFHSURRIWHVWLQJPHWKRGVKHHWV
7KHEDFNGURSWRWKLVYLHZRISURFHVVVDIHW\KDVEHHQWKHLPSOHPHQWDWLRQRILQFUHDVLQJO\FRPSOH[VRIWZDUHGULYHQ
DXWRPDWLRQ VWUDWHJLHV LQ WKH HQHUJ\ LQGXVWULHV EURXJKW DERXW E\ WKH LQFUHGLEOH DGYDQFHV LQ VPDUW PHDVXUHPHQW
WHFKQRORJLHVFRPSXWHUSURFHVVLQJSRZHUDQGGHYHORSPHQWRIPRUHVRSKLVWLFDWHGFRQWURODOJRULWKPV7KHWUHQGKDV
EHHQWRSXVKWKHHQYHORSHRISODQWRSWLPL]DWLRQFORVHUWRWKHVDIHW\GHVLJQPDUJLQVDQGKXPDQFDSDFLW\WRRYHUVHH
0DQ\RIWKHV\VWHPVWRDQDO\]HSURFHVVVDIHW\SUHGDWHWKHVHUDSLGFKDQJHVLQWKHZD\SODQWVDUHFRQWUROOHGHJ
+$=23ZDVILUVWGHYHORSHGE\,&,8.3/&LQ WKHPLGV$V WKHFRQWURORISURFHVVSODQWVKDV LQFUHDVHG LQ
FRPSOH[LW\ DGGLWLRQDO WHFKQLTXHVKDYHEHHQXVHG WR VXSSOHPHQW WKHRULJLQDOSURFHVV VDIHW\ DQDO\VHV HJ/23$
)0($IDLOXUHPRGHDQGHIIHFWVDQDO\VLV5LVN0DWUL[7KLVKDVFXOPLQDWHGLQWKHDFFHSWDQFHRIYDULRXVLQWHUQDWLRQDO
SHUIRUPDQFHVWDQGDUGVHJ,(&)XQFWLRQDOVDIHW\²6DIHW\LQVWUXPHQWHGV\VWHPVIRUWKHSURFHVVLQGXVWU\
VHFWRUZKLFKHPSKDVL]HWKHFRQFHSWRIWKH6DIHW\/LIH&\FOH
7KHXVHRISHUIRUPDQFHEDVHGSURFHVVVDIHW\WHFKQLTXHVLVSRWHQWLDOO\DQLPSURYHPHQWIURPQRVXFKUHTXLUHPHQWV
+RZHYHUZKLOHWKHVHSHUIRUPDQFHVWDQGDUGVGRPDNHDQDWWHPSWWRFRQWURO³V\VWHPDWLF´HUURUVWKH\GRQRWSURYLGH
ULJRURXVPHWKRGRORJLHVIRUDFKLHYLQJWKLVJRDO,WLVDOVRZRUWKQRWLQJWKDWPDQ\EXWE\QRPHDQVDOOLQGXVWULDOL]HG
QDWLRQVKDYHVRPHNLQGRISURFHVVVDIHW\UHJXODWLRQV±IRUH[DPSOHWKH(88.1RUZD\	86$GRZKHUHDV&DQDGD
	-DSDQODUJHO\GRQRW7KHVHUHJXODWLRQVSURYLGHVRPHIUDPHZRUNWRUHGXFHZRUNIRUFHLQMXULHVDQGPRUWDOLW\EXWDUH
QHLWKHUDGHTXDWHQRUQHFHVVDU\WRSURYLGHDQDGHTXDWHO\VDIHK\GURFDUERQH[WUDFWLRQLQGXVWU\0RVWPDMRURSHUDWLQJ
FRPSDQLHV23&2VDOUHDG\LPSOHPHQWVXFKIUDPHZRUNVJOREDOO\EXWWKHVPDOOHUFRPSDQLHVPD\KDYHOLWWOHWRQR
UHDOULVNPDQDJHPHQWSURJUDPVEH\RQGZKDWWKHUHJXODWRUVUHTXLUHWKHPWRLPSOHPHQW

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1.1. Process safety in the energy & chemicals world 
+D]DUG	2SHUDELOLW\UHYLHZV+$=23DQGRWKHUIRUPVRI3URFHVV+D]DUG$QDO\VLV3+$KDYHEHHQDQLQWHJUDO
SDUWRIWKHGHVLJQYHULILFDWLRQRISURFHVVSODQWVIRUVHYHUDOGHFDGHV7KHVHXELTXLWRXVWRROVKDYHEHHQXVHGLQWKHLU
YDULRXVIRUPVIRUHYHU\WKLQJIURPODUJHVFDOHPXOWLELOOLRQGROODUSURMHFWVWKURXJKWRSHULRGLFSODQWVDIHW\DQDO\VHV
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DQGWRYDOLGDWLQJWKHLQWHJULW\RIPLQRUSODQWPRGLILFDWLRQV$VZLWKPDQ\KXPDQHQGHDYRUVWKHVHGHVLJQYHULILFDWLRQ
SURFHVVHVKDYHEHHQERUQLQUHVSRQVHWRGLVDVWHUVLQYROYLQJVLJQLILFDQWSODQWGDPDJHDQGZRUVHVWLOOORVVRIOLIH
7KHDSSOLFDWLRQRI3+$DQGUHODWHGWHFKQLTXHVWR3URFHVV3ODQWGHVLJQVLVDOPRVWDUHIOH[DFWLRQ,WLVDOZD\VVHHQ
DV D FULWLFDO PLOHVWRQH RQ WKH SURMHFW VFKHGXOH 7KH 3+$ LPSOHPHQWDWLRQ SURMHFW EXOOHWLQ LV D NH\ GRFXPHQW
SDLQVWDNLQJO\GHYHORSHGE\WKH+6(	3URFHVVGLVFLSOLQHV$IXQGDPHQWDOSXUSRVHRI+$=23DQGRWKHUIRUPDOVDIHW\
UHYLHZVLV+D]DUG,GHQWLILFDWLRQ,ISRVVLEOHDQGZDUUDQWHGE\WKHDYDLODEOHLQIRUPDWLRQKD]DUGHYDOXDWLRQLVDOVRDQ
LPSRUWDQW RXWFRPH 7KH ILQDO RXWFRPH RI WKH +D]DUG ,GHQWLILFDWLRQ SURFHVV LV WKH GHVLJQ RI VDIHJXDUGV WKDW DUH
DSSURSULDWHIRUWKHULVNDVGHWHUPLQHGE\KD]DUGHYDOXDWLRQLHULVNUDQNLQJ
$WDVWDJHZKHQWKHGHVLJQLVPRUHFRPSOHWHWKHUHDUH³SUHGLFWLYHDQDO\WLFDOPHWKRGVWKDWKDYHDVWKHLUFRPPRQ
GHQRPLQDWRUWKHLQFLGHQWVFHQDULR´>@7KHVHVFHQDULREDVHGSURFHGXUHVLQFOXGH

• :KDW,I$QDO\VLV
• :KDWOI&KHFNOLVW$QDO\VLV
• +D]DUGDQG2SHUDELOLW\+$=236WXGLHV
• )DLOXUH0RGHVDQG(IIHFWV$QDO\VLV)0($
• )DXOW7UHH$QDO\VLV)7$
• (YHQW7UHH$QDO\VLV(7$
• &DXVH&RQVHTXHQFH$QDO\VLV&&$DQG%RZ7LH$QDO\VLV

)URPDFODVVLFDOH[HFXWLRQYLHZSRLQWLWVKRXOGEHQRWHGWKDWWKHILQDO+$=23DQGRU:KDW,IUHYLHZVVKRXOGEH
FRQGXFWHGDVIRUPDODXGLWVRUYHULILFDWLRQRIHVVHQWLDOO\FRPSOHWHGHVLJQV>@,QWKLVIUDPHZRUND+$=23GRHVQRW
VWDQGRQLWVRZQEXWUHOLHVRQWKHRYHUDOOGHVLJQSURFHVVWRSURSHUO\FRQVLGHUKD]DUGVULVNVDQGVDIHJXDUGV$FRPPRQ
QH[WVWHSLVWRFDUU\RXWD/D\HUVRI3URWHFWLRQ$QDO\VLV/23$ZKLFKXVHVWKHFRQFHSWRI³LQGHSHQGHQWSURWHFWLRQ
OD\HUV´ WRJXDUGDJDLQVWKD]DUGV ,GHQWLILHGVDIHJXDUGVDUHPL[WXUHRISURFHGXUDOPHFKDQLFDOSURFHVVGHVLJQDQG
LQVWUXPHQWHGV\VWHPV7KHUHDUHUXOHVWRGHWHUPLQHLQGHSHQGHQFHRIWKHYDULRXVOD\HUVDQGVRPHHIIRUWLVWDNHQWR
DGGUHVVLPSHGLPHQWVWRSURSHUKXPDQRSHUDWRUDFWLRQV
$VDQH[DPSOH$16,,6$³0DQDJHPHQWRI$ODUP6\VWHPVLQWKH3URFHVV,QGXVWULHV´SURYLGHVDEDVLVIRU
GHVLJQLQJDSURFHVVDODUPV\VWHPWKDWFDQKHOSWKHRSHUDWRUUDWKHUWKDQEHRYHUZKHOPLQJ+RZHYHUWKHGHWDLOVDUH
H[HFXWHG WKH VDIHJXDUGLQJ UHVXOW LV D VRPHZKDW OLQHDU VFKHPH ZKLFK GRHV QRW LQKHUHQWO\ FRQWURO WR WKH VDIHW\
FRQVWUDLQWV2QHUHVXOWLVWKDWHDFKJURXSORRNLQJDIWHUDVDIHW\IXQFWLRQGRHVQRWDOZD\VNQRZWKHLQWHUDFWLRQZLWK
RWKHUVDIHW\IXQFWLRQVVHHSURFHVVLQFLGHQWH[DPSOHEHORZ
1.2. Process safety design example – Ethylene Oxide 
)LJ  LV D JUHDWO\ VLPSOLILHG HWK\OHQH R[LGH UHDFWRU ZKLFK LV XVHG WR SURGXFH YDU\LQJ JUDGHV RI VXUIDFWDQWV
(WK\OHQHR[LGHLVVORZO\LQMHFWHGWRDSUHGHWHUPLQHGWRWDOLQWRDQDXWRFODYHZKLFKKDVEHHQSUHORDGHGZLWKFDWDO\VWV
DQGRUUHDJHQWV7KHUHDFWLRQLVYHU\VWURQJO\H[RWKHUPLF,WUHOLHVRQFRQWUROOLQJWKHLQMHFWLRQUDWHWRPDLQWDLQWKHKHDW
RXWSXWZLWKLQWKHFRROLQJFDSDFLW\RIWKHDXWRFODYH6RPHRIWKHVDIHJXDUGLQJEDUULHUVDUH
• +LJKSUHVVXUHFRQWURORYHUULGHRIWKHIORZLQMHFWLRQ
• +LJKKLJKWHPSHUDWXUHVKXWRIIRIWKHIORZLQMHFWLRQ
• +LJKKLJKSUHVVXUHVKXWRIIRIWKHIORZLQMHFWLRQ
• 0HFKDQLFDORYHUSUHVVXUHSURWHFWLRQLHUHOLHIYDOYHWRIODUH
,W VKRXOGEHQRWHG WKDW WKH IORZ WRWDOL]LQJFRQWUROVDUH UHJDUGHG LQ WKHSURFHVV LQGXVWULHV DV DSRWHQWLDOKD]DUG
LQLWLDWRUQRWDVDIHJXDUGLHWKHIDLOXUHRIWKHIORZLQMHFWLRQWRWDOL]HUPD\FDXVHRIWKHKD]DUG7KHVDIHJXDUGVDUH
LQHUWXQOHVVDSURFHVVOLPLWLVUHDFKHG3URRIWHVWLQJLVWKHUHIRUHUHTXLUHGWRYDOLGDWHWKDWWKH\UHPDLQRSHUDWLRQDO
2WKHULPSRUWDQWVDIHJXDUGVQRWVKRZQLQ)LJUHODWHWREDFNIORZSURWHFWLRQ,IWKHUHDFWLRQSUHVVXUHULVHVWREH
KLJKHUWKDQWKHHWK\OHQHR[LGHLQMHFWLRQV\VWHPWKHUHLVDULVNRIEDFNIORZRIUHDFWLRQPDWHULDOVLQWRWKHIHHGOLQH
7KLVZLOOUHVXOWLQDQXQFRQWUROOHGUHDFWLRQRXWVLGHWKHDXWRFODYHOHDGLQJWRSRWHQWLDOH[SORVLRQ(WK\OHQHR[LGH(2
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LVDYHU\UHDFWLYHPDWHULDOZLWKERWKVKRUWWHUPWR[LFDQGORQJWHUPFDUFLQRJHQLFHIIHFWV7KHPDWHULDOLVQRUPDOO\NHSW
UHIULJHUDWHG,IWUDSSHGLQSLSLQJEHWZHHQEORFNHGYDOYHVLWFDQH[SDQGYHU\VLJQLILFDQWO\OHDGLQJWRYHU\KLJKSUHVVXUHV
DQGUHOHDVHYLDIODQJHOHDNV/LTXLGWKHUPDOUHOLHIVKDYHWREHFDUHIXOO\GHVLJQHGWDNLQJQRWHRIWKHKHDOWKHIIHFWVLI
UHOHDVHG WRDWPRVSKHUH3ODQWRSHUDWLRQVDQGPDLQWHQDQFHSHUVRQQHODUHDFXWHO\DZDUHRI WKH LVVXHVZLWKHWK\OHQH
R[LGHDQGDUHWUDLQHGWRWDNHDGHTXDWHSUHFDXWLRQVZKHQGHDOLQJZLWKWKHSURGXFW

1.3. Process Safety Incident 
'XULQJDQRUPDOUHDFWLRQF\FOHLQYROYLQJWKHDXWRFODYHLQ)LJPHFKDQLFDOPDLQWHQDQFHSHUVRQQHOQRWLFHGWKDW
WKHWULSYDOYH;9ZDVOHDNLQJVOLJKWO\DURXQGWKHERG\VWHPSDFNLQJ8QGHUVWDQGLQJWKHFRQVHTXHQFHVRI(2UHOHDVH
WRDWPRVSKHUHWKH\VRXJKW WRUHPHG\WKHSUREOHPE\ WLJKWHQLQJ WKHVWHPSDFNLQJ6LQFH WKLV IL[HG WKH LPPHGLDWH
SUREOHPQRERG\WKRXJKWWKDWWKHUHZHUHIXUWKHULVVXHVWRUHVROYHRUWRUHSRUW7KHFRPSOHWHUHDFWLRQFRXOGWDNHXS
WRKRXUV,WZDVQRWXQWLOPXFKODWHUZKHQWKHVDIHJXDUGLQJV\VWHPQHHGHGWRDFWRQDKLJKKLJKSUHVVXUHWULSWKDW
WKHUHDOKD]DUGZDVUHYHDOHG6LQFHWKHVWHPSDFNLQJZDVRYHUWLJKWHQHGIURPWKHSUHYLRXVLPSURPSWXPDLQWHQDQFH
WKH;9VWXFNRSHQWKHDFWXDWRUQRZGLGQRWKDYHHQRXJKVSULQJIRUFHWRFORVHWKHYDOYH
7KLVVKRXOGQRWKDYHSRVHGDSUREOHPVLQFHWKHFRQWUROYDOYH)9LVDOVRSURJUDPPHGWRFORVHRQWULSFRQGLWLRQV
+RZHYHUWKHQRUPDOSURJUDPF\FOHZDVWRFORVHWKH;9ILUVWDQGWRFORVHWKH)9VRPHWLPHODWHULQRUGHUIRUWKHODVW
SDUWRIWKHIHHGOLQHWREHFRPSOHWHO\HPSW\LHDYRLGWKHUPDOH[SDQVLRQRIWUDSSHG(27KLVSURJUDPDFWLRQZDV
DFFRPSOLVKHGE\LQWHUORFNLQJWKH)9FORVXUHWRWKHSRVLWLRQRIWKH;9LHYLD;=7SRVLWLRQPHDVXUHPHQW6LQFH
WKHWULSYDOYHZDVVWXFNRSHQWKH)9ZDVNHSWRSHQLHV\VWHPIDLOXUH)RUWXQDWHO\WKHFRQWUROURRPRSHUDWRUZDV
DEOHWRQRWHWKHIDLOXUHRIWKHFRQWUROVDQGWDNHFRUUHFWLYHDFWLRQWRSUHYHQWDSRWHQWLDOO\KD]DUGRXVHYHQW
7KHUHDFWRUFRQWUROVDQGVDIHJXDUGVKDGEHHQUHFHQWO\XSJUDGHGIURPDODUJHO\ORFDOSDQHOFRQWUROVWRDUHPRWH
IXOO\DXWRPDWLFEDWFKFRQWUROVWRJHWKHUZLWKDSURJUDPPDEOHVDIHJXDUGLQJV\VWHP7KLVDOORZVIRURSHUDWRUVWREH
ORFDWHGDZD\IURPWKHSRWHQWLDOSODQWKD]DUGV7KHGHVLJQRIWKHDXWRPDWLRQV\VWHPVZDVVXEMHFWWRLQWHQVLYHVFUXWLQ\
)LJ(WK\OHQHR[LGHUHDFWRU
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+$=23&RQWURO+$=23&+$=23UHOLDELOLW\DQDO\VLV7KHSURJUDPPLQJXSGDWHWRWKHFRQWUROV\VWHPZDVHDVLO\
ZRUNHGRXWDIWHUWKHHYHQW+RZHYHUWKHLQFLGHQWSURYLGHVHYLGHQFHRQKRZWKHFRPSOH[LWLHVRIPRGHUQDXWRPDWLRQ
VFKHPHVFDQFDPRXIODJHIDXOWV
7KLV LQFLGHQW KDSSHQHG QHDUO\ WZHQW\ \HDUV DJR DQG WKH DXWKRUV DUH QRZ VWDUWLQJ WR UHIOHFW RQ KRZ V\VWHP
HQJLQHHULQJPD\KDYHYLHZHGWKLVLQFLGHQW2QHREYLRXVV\VWHPVWKHRUHWLFOHVVRQLVWKDWKD]DUGVDUHQRWWKHUHVXOWRI
D OLQHDU FKDLQ RI HYHQWV 7KHUH DUHPDQ\ GLIIHUHQW ULVNV DVVRFLDWHGZLWK WKH FRQWURO RI (2 VRPH FRPSHWLQJ IRU
DWWHQWLRQ7KHUH LV DZHE RI LQWHUDFWLRQV WKDW QHHG WR EH FRQWUROOHG7KLVPD\ LQYROYH DGGLWLRQDO SHRSOH WKDQ DUH
LQYROYHGLQWUDGLWLRQDOKD]DUGLGHQWLILFDWLRQH[HUFLVHV
&DUHIXOH[SHUWWKRXJKW
7KHUHLVQRVXEVWLWXWHIRUFDUHIXOH[SHUWWKRXJKWSURYLGLQJWKDWWKRXJKWKRZHYHULVHDV\WRVD\EXWKDUGWRGR
6RPHEDUULHUVWRWKHNLQGRIFDUHIXOH[SHUWWKRXJKWZKLFKLVQHHGHGIRUHIIHFWLYHV\VWHPVWKHRUHWLFLPSOHPHQWDWLRQ
WKDWZHZLOODGGUHVVLQWKLVSDSHUDUH
• &RQVWUDLQWVRQWLPHDQGH[SHUWLVH
• 5LVNDQGWKHSUREOHPRIVFDOH
• 7KHFRXQWHUYDLOLQJHIIHFWRIHQJLQHHULQJVRSKLVWLFDWLRQ

$IHZPRUHREVWDFOHVQRWIXUWKHUGHWDLOHGLQWKHSDSHUDOVRLQFOXGH
• /DFNRIUHJXODWRU\RUSXEOLFSUHVVXUH
• $QLQGXVWU\ZKLFKLVUHOXFWDQWWRFKDQJH
• $FROOHFWLYHPHQWDOPRGHOKHDYLO\LQYHVWHGLQEODPLQJRSHUDWLRQVSHUVRQQHOHUURUVDQGRUHTXLSPHQWIDLOXUH
2.1. Time and expertise in short supply 
7KHUHZDVDWLPHZKHQPRVWRIWKHPDMRU23&2VKDGVLJQLILFDQWLQWHUQDOH[SHUWJURXSVZKRFRXOGEHHQJDJHGIRU
WKHUHVROXWLRQRIPRUHFRPSOH[SUREOHPV7RDODUJHGHJUHHWKHVHJURXSVKDYHEHHQHOLPLQDWHGDQGQRZWKHVLWXDWLRQ
LVWKDWIDLUO\LQH[SHUWXVHUVDUHWU\LQJWRDSSO\FRPSOH[DQGRIWHQSHUIRUPDQFHRUULVNEDVHGVWDQGDUGVWKDWWKH\
XQGHUVWDQGIDLUO\SRRUO\0DQ\RIWKH23&2VKDYHHOHFWHGWRSXEOLVKKHDYLO\SUHVFULSWLYHJXLGHOLQHVDVDVXEVWLWXWH
EXWZKLOHSUHVFULSWLYHVWDQGDUGVFDQLQSULQFLSOHKHOSVLJQLILFDQWO\WKH\UHTXLUHDFRQVLGHUDEOHOHYHORIH[SHUWLVHDQG
FDUHLQGHYHORSPHQWRUUHYLHZ7KHH[SHULHQFHKDVEHHQWKDWLQPRVWFDVHV±WKHOHYHORIHIIRUWKDVEHHQLQDGHTXDWH
WRWKHWDVN)LQDOO\HYHQWKHEHVWVWDQGDUGVFDQQRWSUHYHQWEOLQNHUHGDQGXQWKLQNLQJDSSOLFDWLRQE\LQGLYLGXDOVZKR
KDYH RQO\ OLPLWHG XQGHUVWDQGLQJ RI WKH LQWHQW EHKLQG WKHP $OO WKHVH SUREOHPV DUH IXUWKHU H[DFHUEDWHG E\ WKH
LQFUHDVLQJO\VWULQJHQWFRQVWUDLQWVRQSURMHFWVFKHGXOHVDQGPDQSRZHU
2.2. Risk and the problem of scale 
,QJHQHUDOWKHNLQGVRIULVNPDWULFHVXVHGE\PDQ\23&2VKDYHWZRIXQGDPHQWDOSUREOHPV
• 5LVNSHUFHSWLRQLVDIXQFWLRQRIRUJDQL]DWLRQDOVFDOH
• 5LVNPDWULFHVEUHDNGRZQDWWKHFRUQHUV

7KHILUVWSRLQW LVVLPSO\DIXQFWLRQRI WKHPDWKHPDWLFVRIFDWDVWURSKH±IRUD7LHUVL]H2LO	*DV&RPSDQ\
VRRQHURUODWHUFDWDVWURSKHVZLOORFFXUEXWDEUDQGQHZRQHSODQWRSHUDWLQJFRPSDQ\PD\ZHOOSHUFHLYHWKHNLQGRI
FDWDVWURSKHWKDWEHFRPHVDE\ZRUGDVVLPSO\YDQLVKLQJO\XQOLNHO\+HQFHVPDOOHUDQGQHZHU23&2VKDYHOHVVRIDQ
LQFHQWLYH WR UHDOO\HYDOXDWH WKHLUZRUVWFDVH VFHQDULRVFDUHIXOO\7KHVHFRQG UHIOHFWVDQ LQWULQVLFZHDNQHVVRI ULVN
PDWULFHV ± WKH\ SHUIRUP SRRUO\ DW WKH FRUQHUV WKDW UHIOHFW IUHTXHQWEXWWULYLDO DQG FDWDVWURSKLFEXWUDUH 0RUH
TXDQWLWDWLYH WHFKQLTXHV ± W\SLFDOO\ XVHG PXFK PRUH H[WHQVLYHO\ DQG DV D UXOH XQGHUVWRRG EHWWHU E\ ODUJHU
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RUJDQL]DWLRQVDUHUHTXLUHGWRKDQGOHWKRVH$VDUHVXOWWKHVHWZRFRQVLGHUDWLRQVWHQGWRLQGLFDWHWKDWODUJHU23&2V
DUHPRUHOLNHO\WREHWKHRQHVWRVHHWKHSRWHQWLDOEHQHILWVRIWKHV\VWHPVWKHRUHWLFDSSURDFKDEVHQWVRPHUHJXODWRU\
UHTXLUHPHQW
2.3. The countervailing effect of engineering sophistication 
:KLOHLWPLJKWVHHPIURPWKHSUHYLRXVSDUDJUDSKWKDWWKHPRVWVRSKLVWLFDWHG23&2VPD\EHWKHEHVWFXVWRPHUV
IRU D6\VWHPV WKHRUHWLF LPSOHPHQWDWLRQ WKHUH LV D VLJQLILFDQWFRXQWHUYDLO± WKHVH23&2VDUH WKHRQHZLWK UREXVW
WHFKQLFDOVDIHW\JURXSVZHOOGHYHORSHGJXLGDQFHDQGH[SHFWDWLRQVWKDWDQDGHTXDWHO\H[HFXWHGSURJUDPFRQVLVWHQW
ZLWKWKHLUDSSURDFKFDQ\LHOGDVDWLVIDFWRU\OHYHORIIDFLOLW\ULVN$VDUHVXOWWKH\PD\VXUSULVLQJO\KDYHOHVVLQFHQWLYH
WRDGRSWQHZDSSURDFKHV
7UDGLWLRQDOSURFHVVVDIHW\DFWLYLWLHVDQGV\VWHPVWKHRUHWLFZRUOG
&OHDUO\H[WDQWWRROVOLNH6\VWHPV7KHRUHWLF3URFHVV$QDO\VLV673$6\VWHP7KHRUHWLF(DUO\&RQFHSW$QDO\VLV
67(&$DQG&DXVDO$FFLGHQW6\VWHPV7KHRUHWLF&$67PRGHOVDUHDYDLODEOHIRUXVH>@EXWWKHIRFXVKHUHLVRQ
DOUHDG\DFFHSWHGWRROVWKDWPLJKWEHHIIHFWLYHO\DSSOLHGLQDPDQQHUFRQVLVWHQWZLWKV\VWHPVWKHRUHWLFWKRXJKW
3.1. General Safety Systems Engineering 
7KHFRQFHSWRIWKHVRFLRWHFKQLFDOZHELVVKRZQLQ)LJ>@6RWKHDQDO\WLFDOIUDPHZRUNDOUHDG\SUHVHQWFDQEH
H[SDQGHGLQWRRWKHUDUHDV7KHGRZQVLGHLVWKDWIHZHQJLQHHULQJSHUVRQQHOJHWLQYROYHGZLWKWKLVNLQGRIDQDO\VLVDW
DOODQGLW¶VODUJHO\VSHFLDOLVWVZLWKDGYDQFHGDQDO\WLFVNLOOV+RZHYHULWLVDYDOXDEOHVWDUWLQJSRLQWIRUPRYLQJLQWR
WKH PRUH FRPSOH[ ZRUOG RI V\VWHPV WKHRUHWLF DQDO\VLV DQG SDUWLFXODUO\ WRZDUGV WKH XQGHUVWDQGLQJ WKDW KLJK
VRIWZDUHV\VWHPUHOLDELOLW\LVQHLWKHUQHFHVVDU\QRUVXIILFLHQWIRUVDIHW\WKRXJKLQWKHK\GURFDUERQSURFHVVLQJZRUOG
KLJKUHOLDELOLW\ZLOOOLNHO\FRQWLQXHWREHYLHZHGDVHVVHQWLDOIRUVRPHWLPH
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3.2. Opportunities in semi-quantitative techniques 
$QRWKHUWHFKQLTXHWKDWKDVVWUXFNWKHDXWKRUVDVSRWHQWLDOO\XVHIXOLVWKHVHPLTXDQWLWDWLYH/D\HUVRI3URWHFWLRQ
$QDO\VLV/23$DQG%RZWLHDSSURDFKHV:KLOHWKHREMHFWLRQFRXOGEHPDGHWKDWFKDLQRIHYHQWVQDUUDWLYHV±ZKLFK
WKHVHPHWKRGVFHUWDLQO\DUH±DUHQRWWKHEHVWWRROIRUFRQYH\LQJKRZXQWRZDUGHYHQWVPD\RFFXUWKHVHWHFKQLTXHV
FRPELQHUHODWLYHVLPSOLFLW\ZLWKDUHDVRQDEO\PHDQLQJIXO OHYHORIDQDO\VLV WDNLQJ WKHXVHUDZD\IURPWKHDOZD\V
SUREOHPDWLFLVVXHRIULVNSHUFHSWLRQWKDWRQHVHHVLQTXDOLWDWLYHUHYLHZVVXFKDV3+$WRZDUGVDPRUHVFLHQWLILFPRGHO
RIULVNZKLFKZHEHOLHYHFDQEHDORJLFDOKDOIZD\KRXVHIRUUHDFKLQJWKHV\VWHPVFRQVWUDLQWDQGFRPSOH[FDXVDOLW\
DSSURDFKWKDWLVWKHXOWLPDWHWUDQVLWLRQREMHFWLYH%URDGO\VWDWHGRXUWKHVLVIRUWKLVVSHFLILFLWHPLVWKDWWUDQVLWLRQLQJ
XVHUV IURP/23$ WR DPRUH ERZWLH FHQWULF DSSURDFK FDQ KHOS WKHP WR VHH WKH FRPSOH[ VRFLRWHFKQLFDOZHE WKDW
XQGHUOLHVPRVWDFFLGHQWVLQDPRUHJUDGXDOPDQQHU
7DEOH/23$YHUVXV%RZWLH
/23$ %RZWLH
6HPLTXDQWLWDWLYH 6HPLTXDQWLWDWLYH
6LQJOHFDXVH 0XOWLSOHFDXVHVDUHSRVVLEOH
6LQJOHHQGUHVXOW 0XOWLSOHHQGUHVXOWV
4XLWHZLGHO\DFFHSWHG 0RUHQDUURZDFFHSWDQFH
(DV\WRXQGHUVWDQG 0RUHFRPSOH[WRXQGHUVWDQG
 
)LJ7KHVRFLRWHFKQLFDOZHELQSURFHVVVDIHW\
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)LJD/23$E%RZWLH
3.3. Alarm proliferation 
6RSKLVWLFDWHGSODQWDXWRPDWLRQV\VWHPVKDYHEHFRPHUHDGLO\DYDLODEOHDQGLQFUHDVLQJO\DIIRUGDEOH 7KHGRZQ
VLGHRIWKLVLVWKDWWKHQXPEHURILQVWUXPHQWVDQGDODUPSRLQWVSUROLIHUDWHVWRWKHSRLQWWKDWPDOIXQFWLRQVZLWKLQWKH
FRQWUROV\VWHPVWDUWWREHFRPHDVLJQLILFDQWIUDFWLRQRIWKHFDXVHIRULQFLGHQWVDQGLQWKHHYHQWRIDVLJQLILFDQWXSVHW
DODUPIORRGVFDQVLPSO\RYHUZKHOPWKHRSHUDWLRQVSHUVRQQHO,WLVQRORQJHUXQXVXDOIRUSURMHFWVWRDGGLQVWUXPHQWV
DQGDODUPVLQWKH3+$LW¶VHDV\DQGIHHOVOLNHLWPLJKWEHXVHIXOIROORZHGE\WKHLUVXEVHTXHQWUHPRYDOLQWKHDODUP
UDWLRQDOL]DWLRQ7KLVLVDFOHDULQGLFDWLRQWKDWPDQ\SHRSOHLQYROYHGLQWKHGHVLJQVLPSO\GRQRWUHDOO\XQGHUVWDQGWKH
LPSOLFDWLRQVRIWKHLUDFWLRQV,QWKHSURFHVVLQFLGHQWGHVFULEHGDERYHWKHRSHUDWRUZDVDEOHWRUHVSRQGWRWKHDODUPV
DQGWDNHDSSURSULDWHDFWLRQ$16,6$LVDWRROWKDWVHHNVWRDGGUHVVWKHSUREOHPDWLFGHVLJQVWKDWOHDGWR³DODUP
IORRGLQJ´DQG WKH UHVXOWLQJFRQIXVLRQ LQ WKHFRQWURO URRP7KLVSURFHVV OHDGV LWVHOI WR LQWHJUDWLRQ LQWR WKH V\VWHP
HQJLQHHULQJDSSURDFK
'HVLJQVDIHW\LQWKHHQHUJ\	FKHPLFDOVLQGXVWU\
7KHUHDUHIHDWXUHVVSHFLILFWRWKHK\GURFDUERQVSURMHFWZRUOGZKLFKPDNHLWDOLWWOHGLIIHUHQWIURPIRUH[DPSOH
QXFOHDUPLOLWDU\PHGLFDODQGDHURVSDFHDQDO\VHV
4.1. Reliability concepts are not going away soon – or easily 
2QHRI WKHPRVW LPSRUWDQWUHDVRQVLV WKDW WRDILUVWDSSUR[LPDWLRQDOOSURFHVVVDIHW\IDLOXUHV LQRXULQGXVWU\
LQYROYHQRWMXVWRQHFRPSRQHQWIDLOXUHEXWXVXDOO\PXOWLSOHRQHVDQGWKDWORVVRIFRQWDLQPHQWLVXVXDOO\DWWKHFHQWHU
RIWKHPXOWLFDVXDOW\LQFLGHQWVWKDWPDNHXSRXUWH[WERRNFDVHV$VDUHVXOWZHEHOLHYHWKDWUHOLDELOLW\DYDLODELOLW\
DQGRWKHUVWDWLVWLFDOPRGHOVDUHRIWHQVWLOOWKHEHVWDYDLODEOHWRROVIRUULVNHOLPLQDWLRQDWWKHSUHVHQWHVSHFLDOO\JLYHQ
WKHOLPLWHGH[SHUWLVHRIPDQ\RIWKHDXGLHQFH$OVRPDQ\UHJXODWRUVQRZUHTXLUHVXFKDQDO\VHVDVDSUHFRQGLWLRQRI
RSHUDWLRQFRQYLQFLQJWKHPWRDFFHSW673$DQGVLPLODUWHFKQLTXHVZLOOOLNHO\WDNHVRPHWLPH
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4.2.  The capital projects limitation 
(QJLQHHULQJSURFXUHPHQWIDEULFDWLRQDQGFRQVWUXFWLRQFRPSDQLHV(3&DVDUXOHGRQRWRZQRURSHUDWHIDFLOLWLHV
$VDUHVXOWWKH\RIWHQKDYHOLPLWHGDELOLW\WRSUHYHQWWKHV\VWHPDVGHVLJQHGIURPPLJUDWLQJWRDVWDWHRIKLJKHUULVN
DIWHUWKHLULQYROYHPHQWHQGV7KH\FDQDGYLVHFOLHQWVLQWKHVWURQJHVWRIWHUPVQRWWRGHSDUWIURPWKHVDIHGHVLJQFULWHULD
SURYLGHGWRWKHPEXWRQFHDSURMHFWLVFRPSOHWH(3&FRPSDQLHVKDYHQRHIIHFWLYHFRQWURORYHUKRZWKH23&2VUXQ
WKHLUQHZIDFLOLWLHV
&RQFOXVLRQV
1RWZLWKVWDQGLQJWKHDGYHUVHIDFWRUVGHVFULEHGDERYHLW¶VQRWUHDOO\EDGQHZVWKRXJKSURJUHVVLVW\SLFDOO\GULYHQ
E\ WKH SDFH RI RUJDQL]DWLRQDO FKDQJH UDWKHU WKDQ WHFKQRORJLFDO SRVVLELOLW\ 7KH DXWKRUV EHOLHYH WKDW WKH NLQG RI
VWDWLVWLFDOWHFKQLTXHVXVHGLQSURFHVVVDIHW\GRUHSUHVHQWDVLJQLILFDQWDGYDQFHRQRSLQLRQDVDJXLGHWRPDQDJLQJULVN
:LWKWLPHDQGSDWLHQFHZHEHOLHYHWKDWZHFDQLQVHUWPRUHULJRURXVDQGDOOHQFRPSDVVLQJWHFKQRORJLHVVXFKDVWKH
V\VWHPVWKHRUHWLFIUDPHZRUN)XUWKHUPRUHWKHVHPRUHULJRURXVWHFKQLTXHVVKRXOGSURYLGHDPXFKPRUHVWUXFWXUHG
PHDQVIRUWKH23&2VWRRSHUDWHWKHLUIDFLOLWLHVZLWKLQWKHRSHUDWLQJFRQVWUDLQWVLGHQWLILHGLQWKHGHVLJQ
5HIHUHQFHV
>@&&36*XLGHOLQHVIRU+D]DUG(YDOXDWLRQ3URFHGXUHVWKLUGHG:LOH\
>@'31RODQ$SSOLFDWLRQRI+$=23DQG:KDW,I6DIHW\5HYLHZVWRWKH3HWUROHXP3HWURFKHPLFDODQG&KHPLFDO,QGXVWULHV1R\HV
3XEOLFDWLRQV-HUVH\
>@1*/HYHVRQ(QJLQHHULQJ$6DIHU:RUOG6\VWHPV7KLQNLQJ$SSOLHGWR6DIHW\0,73UHVV&DPEULGJH0$
>@6/XFFKLQL%DFN7R7KH)XWXUH:K\$UH:H'RLQJ7KLV+$=23"0DU\.2¶&RQQRU3URFHVV6DIHW\&HQWHU,QWHUQDWLRQDO6\PSRVLXP
7H[DV
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